COLORADO

Department of
Higher Education

Colorado Open Records Act (CORA) Policy

The Colorado Department of Higher Education (“Department”) is committed to transparency and open government. The
following policy specifies how the Colorado Open Records Act (“CORA”) (§ 24-72-201 to 206, C.R.S.) will be applied in a uniform
and reliable manner to ensure the Department complies with CORA in all respects and meets all statutory duties.

This policy is intended to inform the public and serve as a guide for employees of the Department and Colorado Commission on
Higher Education (“Commission”). It applies to any request for public records for which the Department or the Commission are

the custodian. Other state agencies and departments may have different CORA policies.

For purposes of this policy, “Department leadership” refers to the Executive Director and/or the Chief Operating Officer.

Department Procedure for Handling Records Requests

Any Department employee receiving a request under the Colorado Open Records Act by mail, fax, or email

shall immediately forward the request to the Public Information Officer. As soon as possible thereafter, employees

and departments with responsive records (i.e., records that meet the definition of that which has been requested) must
provide those records to the Department PIO.

The Department will only accept records requests made in writing. Records request made via social media shall not be accepted
and must be submitted through the appropriate means. The Department will treat a records request that cites the federal
Freedom of Information Act as though it were made pursuant to the Colorado Open Records Act.

A request is considered “received” by the Department the day an e-mail, fax or letter containing a request is opened. A request
received after 4:30 p.m. or any day the office is officially closed will be considered received as of the following working day.
The Department shall make every effort to respond within three working days, as provided by § 24-72-203(3)(b), C.R.S. The
department may extend its response period up to seven working days if it finds extenuating circumstances exist and
communicates that finding to the requestor in writing, as described in § 24-72-203(3)(b), C.R.S. The three working-day
response time begins the first working day following receipt of the request.

If records are stored in paper format, Department staff will work with the requestor to schedule a time to inspect the records in
person. The department is open from 8 a.m. to 5 p.m. Monday through Friday. The Department may require that members of
the public or press only view copies of documents when the custodian of records determines that allowing access to

originals could interfere with the regular discharge of duties of the Department or its staff or that the review of original records
could jeopardize the condition of the records.

The Department is not responsible for conducting analysis of records on behalf of a requestor.

Protection of Confidential Information

Department staff will never assume a record is exempt from CORA and will always consult the PIO before making a
determination to not provide a record. Any redactions or removal of information that the Department is legally
required or allowed to withhold, pursuant to § 24-72-204, C.R.S., may not be done without prior approval from the
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P10 and the advice of counsel, if needed.

The Department shall not provide personally identifiable information that is confidential pursuant to state or federal

law. The federal Family Educational Rights and Privacy Act (FERPA) protects the confidentiality of student’s identifiable
information that is maintained in education records and includes direct identifiers, such as a student’s name or identification
number, indirect identifiers, such as a student’s date of birth, race/ethnicity, disability status or other information which

can be used to distinguish or trace an individual’s identity either directly or indirectly through linkages with other
information. See 34 CFR §99.3.

Finally, under CORA, the Department may deny a request for any of the reasons outlined in § 24-72-204, C.R.S. For a complete
list of the types of records that the Department may withhold, please refer to that section of statute. A general list of the types
of protected records applicable is below:

e Any investigatory files compiled for any law enforcement purpose

e The specific details of bona fide research projects being conducted by a state institution

e Electronic mail addresses provided by a person to an agency, institution, or political subdivision of the state

e Specialized details of security arrangements or investigations

e Medical, mental health, sociological, and scholastic achievement data on individual persons

e  Personnel files (CORA defines “personnel files” to include home addresses, telephone numbers, financial information,

and other information maintained because of the employer-employee relationship. See § 24-72-202(4.5), C.R.S.)

e Letters of reference

e Trade secrets, privileged information, and confidential commercial, financial, geological, or geophysical data

e Any records of sexual harassment complaints and investigations

e  Records protected under the common law governmental or "deliberative process" privilege

Format for Records Produced

If a public record is stored in a digital format, whether searchable, sortable, or neither, the Department will provide that record
in the format in which it is stored. The Department may modify the format of digital records if:

e  Providing the records in their current format would violate copyright, the terms of a licensing agreement, or
would result in the release of a third-party’s proprietary information;

e Using the current format, it is not technologically or practically feasible to remove information that the Department is
allowed or required to withhold.

Fees for Document Retrieval, Review and Copies of Release of Records

The first hour of staff time researching and retrieving requested records and up to 25 pages of printing will be provided

for free. The Department will charge the requestor for all copying expenses in excess of 25 pages and actual costs associated
with research and retrieval in excess of one hour, in accordance with §§ 24-72-205(5)(a) and (6)(a), C.R.S.. If a records

request requires more than mere retrieval of records—such as technical expertise to synthesize or reconfigure data or

legal expertise from attorneys in order to identify how to comply with confidentiality requirements—the Department will charge
the requestor for such costs, in accordance with the guidelines below. Any costs charged to a requestor shall not exceed the
actual cost of producing the records, in accordance with § 24-72- 205(5)(a), C.R.S.

Prior to producing requested records, the Department will provide an estimate of the costs of production to the requestor. If the
requestor does not wish to pay the fees, the Department can provide the requestor with information on how the request can be
modified to reduce or eliminate the fees. After a requestor has agreed to the costs of production, the Department will keep the
requestor informed if any additional costs are anticipated and will not incur any additional costs without the requestor’s
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prior consent. After producing the requested records, the Department will provide an invoice to the requestor. Costs must be
paid in full before the Department provides the records unless alternative arrangements have been made through the PIO.
The Department will charge for the actual costs of a request based on the following guidelines:

Type of Request

Actual Costs Based on the Below Rates

Records request that exceeds 25 pages

$0.25 per page for all documents photocopied

Requests that require more than one hour of
staff time for retrieval of records

$20 per hour, after the first hour

Requests that require more than mere
retrieval of records, such as technical
expertise to synthesize or reconfigure data,
apply unique suppression rules to remove
identifiability and/or legal expertise to
determine how to comply with confidentiality
requirements

$20 per hour, or special staff hourly rate of $30 per
hour (based on attorney billable hourly rate, etc.)

For more information, or to submit a CORA, please contact Department PIO Megan McDermott at

megan.mcdermott@dhe.state.co.us or 303-974-2495.
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